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Cyber risk1 is a growing concern for in-
stitutions, individuals, and financial mar-
kets. In less than five years, it has surged 
to the top positions in the list of global 
risks for business. Additionally, large-
scale cyber-attacks rank sixth in the list 
of risks most likely to occur in the next 10 
years.2 The increasing number of cyber 
incidents, the continued digital transfor-
mation and new regulatory initiatives in 
the European Union are all expected to 
raise awareness and boost the demand 
for cyber insurance.

It is estimated that approximately 90% 
of the stand-alone cyber insurance 
market is located in the United States 
(PwC, 2016; Marsh 2016) and only ap-
proximately 5% to 9% is based in Eu-
rope, which amounts to between USD 
150 million and 400 million.3 Given this 
asymmetry, the majority of the reports 
and surveys focus on the global or the 
US insurance market. Consequently, so 
far very little attention has been paid ex-
clusively to the European market. 

This fact might be intrinsically related 
to one of the key findings of this report 
(see box): the need for a deeper under-
standing of cyber risk is the core chal-
lenge for the European cyber insurance 
industry. It generates or fosters other 
challenges, such as improper treatment 
of non-affirmative risks and difficulties 
to quantify risks, among others.

1	 According to IAIS (2016), cyber risk can be 
defined as any type of risk emanating from 
the use of electronic data and its transmis-
sion, including technology tools such as the 
internet and telecommunications networks. It 
also encompasses physical damage that can be 
caused by cybersecurity incidents, fraud com-
mitted by misuse of data, any liability arising 
from data storage, and the availability, integrity 
and confidentiality of electronic information 
− being related to individuals, companies, or 
governments. 

2	 The Global Risks Report 2017, 12th Edition. 
World Economic Forum.  Available at: http://
www3.weforum.org/docs/GRR17_Report_
web.pdf

3	 Please see OECD (2017), Thomas and Finkle 
(2014); Marsh (2016) and Wong (2017) for 
references. It should be noted that London is 
a major cyber insurance centre, with ap-
proximately 25% of Global GWP being written 
through Lloyd’s syndicates in 2017.  

This survey is the first attempt by EIOPA 
to fill this gap. In line with EIOPA’s man-
date to safeguard financial stability and 
identify at an early stage trends, poten-
tial risks and vulnerabilities at a micro- 
and macroprudential level, this survey 
aims at getting a better understanding 

Key findings

•	 There is a clear need for a deeper understanding 
of cyber risk, both on the supply and demand 
side, in order for the European cyber insurance 
industry to develop further. This relates not only 
to the assessment and treatment of risks in new 
cyber insurance propositions, but also to the un-
derstanding of clients’ own needs.

•	 In terms of products and services, coverage is 
mainly focused on commercial business. How-
ever, interest in providing cyber insurance for in-
dividuals is increasing as technology such as the 
Internet of Things (IoT) develops and consumers 
are increasingly exposed to infringement of digi-
tal services.

•	 The cyber insurance industry expects a gradu-
al increase in the demand for cyber insurance, 
mainly driven by new regulations, increased 
awareness of risks and by a higher frequency of 
cyber events. The relevance and importance of 
cyber coverage in the overall functioning of the 
economy is expected to increase significantly.

•	 Qualitative models are more frequently used 
than quantitative models to estimate pricing, 
risk exposures and risk accumulations. Lack 
of data is a relevant obstacle in the context of 
most models. Such limitations may not allow the 
proper estimation and pricing of risks.

•	 Non-affirmative exposures are identified as a 
key concern regarding the proper estimation of 
accumulation of risks.

•	 Lack of specialised underwriters, data and quan-
titative tools are key obstacles to the develop-
ment of the industry and the provision of proper 
coverage to the economy. 

•	 Regulation may be welcomed by the industry in 
a moderate fashion, as it could help to address 
some of the identified challenges notwithstand-
ing the need for compliance with the Solvency 
II-Directive (2009/138/EU). 
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of the latest European cyber insurance 
developments. It covers a range of top-
ics such as supply and demand of cyber 
products, cyber underwriting strategies, 
and potential build-up of risks. As it fo-
cuses on topics related to underwriting, it 
does not address cybersecurity practices 
of insurance companies.4

This report is based on responses of 13 
(re)insurance groups based in Switzer-
land, France, Italy, Germany and UK to 
a set of 14 qualitative questions. The 
sample was selected based on expertise 
and current exposures in cyber insurance 
and consists of eight insurers and five 
reinsurers. 

The survey was conducted through 
three-party telephone interviews (EIOPA, 
national supervisory authorities and par-
ticipating (re) insurance group). The ques-
tions were sent in advance and compa-
nies had the option to send the answers 
in advance.

4	 EIOPA will also work on common supervi-
sory expectations on insurance undertakings’ 
practices on cybersecurity and explore efficient 
ways to perform a cyber-attack test. See EIOPA 
Supervisory Convergence Plan 2018/2019 
available at: https://eiopa.europa.eu/Pub-
lications/Reports/Supervisory%20Conver-
gence%20Plan%202018-2019.pdf.

Overall, the outcome of this structured 
dialogue with the industry provides use-
ful insights on the functioning, growth 
potential, challenges and risks of cyber 
insurance in Europe, notwithstanding the 
qualitative nature of the survey and the 
relatively limited sample. 

The expected growing importance of cy-
ber insurance in the portfolios of (re)insur-
ers as well as the functioning of the real 
economy, necessitates further work on 
the topic. In that context, EIOPA included 
a combination of qualitative and quantita-
tive questions on cyber risk in the 2018 
Insurance Stress Test. 



2. Products  
and Services
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2.1. Supply of products 
and services
This chapter is dedicated to presenting 
the products and services and the main 
practices of the cyber insurance market 
based on the conducted survey. It first 
provides an overview of the supply side 
of the European cyber insurance mar-
ket, maps the main coverage reported 
in the responses, assesses the appetite 
of the companies for specific products 
and elaborates on tailored coverages. It is 
then complemented by an analysis of the 
demand side of the market. 

2.1.1 Provision of Coverages
This section provides a high level map-
ping of different type of coverages re-
ported by the undertakings. A summary 
of the types of coverage offered is pre-
sented in Tables 1a and 1b.

One widely recognised difficulty for the 
cyber industry is the lack of commonality 
in risk assessment language, which be-
comes evident in various aspects – from 
coverage to underwriting questionnaires 
(ENISA, 2017). In order to mitigate this 
issue in this report, the tables were con-
structed and adapted based on the cov-
erage type taxonomy proposed by the 
European Union Agency for Network and 
Information Security (ENISA) (2017).5

Cyber insurance can be offered as a 
stand-alone product and as an add-on 
coverage to traditional lines of business. 
It can include coverage for both first party 
and third party liabilities. Most undertak-
ings provide tailor-made solutions as well 
and some undertakings also offer their 
products through partnerships with other 
insurance undertakings.

5	 According to ENISA (2017), when it comes to 
language commonality with respect to cyber 
insurance coverage, harmonization refers to the 
extent that different carriers define the scope 
of the aforementioned coverage types in the 
same way.

All groups in the sample offer coverage 
for first and third party liabilities and/or a 
combination of both. The most common 
types of coverage offered are business 
interruption (BI) and data restoration. 
Cyber extortion coverage and legal sup-
port are also provided by the majority of 
the insurance undertakings, although to a 
lesser extent.

Five undertakings in the sample also of-
fer coverage for reputational issues. Typi-
cally, this type of coverage contains loss 
of net profit directly related to a cyber-
attack, similar to a business interruption 
cover, but also provides additional sup-
port for the cost of hiring public relations 
consultants to help manage the insured’s 
public perception following a cyber 
incident.

Regarding data breaches, there are on-
going concerns regarding the accuracy 
in quantifying its impact, as the conse-
quences of such events might involve fi-
nancial losses and other implications on 
future revenues. Another challenge is to 
identify whether the loss is permanent or 
temporary, and determining the precise 
impact on the brand image. In most cases, 
decrease in share prices was observed 
following data breaches (mainly based on 
the US experience). Overall, the market for 
covering reputational damage is not con-
sidered mature yet.

Additionally, three undertakings also of-
fer coverage for individuals. They mainly 
include protection against conflicts aris-
ing from the use of the internet and so-
cial media or small sub limits to custom-
ers’ personal area such as identity theft 
and payment card theft. Four companies 
are either developing or considering cy-
ber insurance products with coverage for 
individuals. The demand for this type of 
coverage is perceived as promising, as 
discussed in the section 2.2.

Finally, there seems to be no appetite to 
offer potential coverage related to trans-
actions involving cryptocurrencies at the 
moment, as the risks involved are cur-
rently not fully understood.
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With respect to reinsurance, it was re-
ported that stand-alone affirmative cyber 
risk cover 6 is preferably reinsured on a 
proportional basis with annual aggregate 
limitations. Furthermore, affirmative cy-
ber extensions and endorsements are still 
widely attached to traditional lines. Those 
are reinsured depending on whether the 
extensions are separately flagged, have 
separate sub-limits and/or have specifi-
cally assigned premiums. 

Reinsurers claimed to have a careful ap-
proach towards their coverage. As shown 
in section 4.1.2, receiving transparent 
and accurate information is still a chal-
lenge. Therefore, there is a strong prefer-
ence to work with undertakings that can 
provide transparency via comprehensive 
underwriting information on the original 
coverage.

6	 Affirmative cyber cover refers to insurance 
policies where the coverage and the perils are 
explicitly defined in the policy contract.

All groups directly writing cyber insur-
ance also offer ancillary services such as 
advisory, legal and crisis management 
services. Besides the services reported in 
Table 1b, some undertakings also provide 
prevention programs such as trainings for 
employees to increase awareness, as well 
as penetration testing and scanning of sys-
tems. Furthermore, most undertakings ar-
range ancillary services with external pro-
viders for clients. A considerable amount 
of these services are offered optionally. In 
reinsurance contracts, costs for some an-
cillary services can be reinsured.

2.1.2 Tailoring products
The vast majority of the (re)insurers sur-
veyed adopt a focused approach to cyber 
insurance and tailor products according to 
the client companies’ size and needs.7  

7	 Only one insurance company claimed that 
the coverages are offered in the same format 
across industry sectors and to all sizes.

Table 1a - Coverage reported by the participant companies -  
Adapted from ENISA (2017)

First Part Loss - direct loss incured by the insured 1 2 3 4 5 6 7 8 9 10 11 12 13
Network Interruption
Loss of business income due to cyber incident Yes Yes Yes Yes Yes Yes Yes Yes Yes
Business interruption Yes Yes Yes Yes Yes Yes Yes Yes Yes
Damage to intangible assets Yes Yes Yes
Damage to tangible assets (products liability) Yes
Network Interruption OSP
Loss due to outside provider security or system failure Yes Yes
Network Interruption: System Failure
Loss due to system failure or human error Yes Yes Yes
Cyber Extortion
Cost of ransom payment Yes Yes Yes Yes Yes
Cyber specialist Yes Yes Yes Yes Yes
Electronic Data Incident
Loss due to accidental damage of computer system
Cyber theft
Financial loss from fraudulent electronic transfer of funds Yes Yes
Data restoration Yes Yes Yes Yes Yes Yes Yes Yes
Extra expense Yes Yes
System clean-up costs Yes
Administrative investigation and penalties

Note: �The classification should be read with caution and as a general guideline, as the undertakings were not asked to strictly classify 
their coverage according to this taxonomy. The table includes the responses from reinsurers, considering the underlying business 
being covered. Furthermore, the meaning of the blank cells is limited to the fact that the correspondent coverage was not men-
tioned. Therefore, they should not be interpreted as exclusions, which are listed afterwards in this section.
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Figure 2 shows the responses regarding 
the market target based on clients’ size. 
The majority provides coverage for all 
sizes but adjusts the products for each 
case.

In general, specific products are offered 
to large corporations and individually un-
derwritten with higher limits and more 
coverage than standard products in the 
market. Large companies typically invest 
more in their information technology (IT) 
security management in-house, while 
small companies often outsource IT facil-
ities and security to a significant degree. 
The insufficient level of understanding 
of the risks faced by the customers is 
one of the key challenges for the cyber 
insurance market. On that front, the rep-
utation of the potential client company 
plays a role in the underwriters’ assess-
ment, in particular when there is a lack 

of quantitative data. An overview of the 
main features distinguishing SMEs from 
large companies can be seen in Figure 3.

Table 1b - Coverage reported by the participant companies -  
Adapted from ENISA (2017)

Third Party Loss - liability coverage / losses to 
others

1 2 3 4 5 6 7 8 9 10 11 12 13

Data Protection and Cyber Liability
Liabity claims Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Fines Yes Yes
Media liability Yes Yes Yes
Wrongful collection of information
Media content infringement/defamatory content Yes
Violation of notification obligations

Other benefits - costs and services 1 2 3 4 5 6 7 8 9 10 11 12 13
First Response
Crisis management / IT experts Yes Yes Yes Yes Yes Yes Yes
Breach-related Legal advice Yes Yes Yes Yes Yes Yes Yes Yes Yes
Forensic investigation costs Yes Yes
Call center / Hotline Yes Yes
Event Management
Legal/PR Yes Yes Yes Yes Yes Yes
Technical forensic Yes Yes Yes Yes Yes
Incident notification Yes Yes Yes Yes
Communication costs
Following damage to reputation Yes Yes Yes Yes Yes
Credit / identity monitoring Yes
Criminal Reward Fund Yes

Note: �The classification should be read with caution and as a general guideline, as the undertakings were not asked to strictly classify 
their coverage according to this taxonomy. The table includes the responses from reinsurers, considering the underlying business 
being covered. Furthermore, the meaning of the blank cells is limited to the fact that the correspondent coverage was not men-
tioned. Therefore, they should not be interpreted as exclusions, which are listed afterwards in this section.

Figure 2 - Cyber insurance target market by 
size of company

Note: �SMEs stand for small and medium enterprises. The Figure incorporates 
answers from 11 undertakings as two participants did not respond to 
this question given they do not offer their own products as reinsurers.

Large & SMEs: 7

Only small: 1

Only large: 1

SMEs: 2
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The distinction of products by sector is 
only made by a few undertakings. While 
the market recognises the difference of 
exposures in this context, the main crite-
ria to discern their products remains the 
size of the client company.

2.2 Demand for products 
and services
All surveyed undertakings reported a sub-
stantial increase in the demand for cyber 
insurance recently. Upcoming regula-
tion and increased awareness following 
a number of incidents8 that made media 
headlines, such as NotPetya9 and Wanna-
cry10 attacks are key reasons pointed out 
by the undertakings. 

8	 Some examples of major recent cyber attacks 
are Petya, NotPetya, Wannacry.

9	 NotPetya is similar to ramsonware incidents, 
but among other things, it causes severe dam-
ages to the hard drives and systems.

10	 WannaCry was also similar to many ransomware 
incidents, but with worm tactics. The connected 
LANs and WANs were scanned and subsequent 
infections occurred automatically without user 
interaction. It is estimated to have infected 
300,000 computer systems in four days.

Figure 4 shows some extracts of the di-
alogues with different undertakings in 
which they report trends and some num-
bers related to the recent demand.

Considering the demand for new cyber in-
surance products, it was clearly reported 
that the market is expanding as more cli-
ents demand cyber risk coverage policies 
resulting in more tailor-made products be-
ing developed.

Along these lines, anecdotal evidence 
suggests that both global and mid-market 
customers are shifting their areas of inter-
est away from traditional privacy liability 
towards business interruption policies. The 
focus is on coverage for commercial, small 
and medium sized enterprises (SMEs) and 
potentially retail customers. Additionally, 
an increasing demand for reputational 
damages and penalties has been wit-
nessed in all markets.

The development of personal lines in Eu-
rope is also seen positively, as individu-
als are more and more exposed to cyber 
risks through, for instance, the Internet 
of Things (IoT), payment card theft and 

Figure 3 – Cyber insurance related characteristics by the size 
of the company 

Small and medium
companies Large companies

Standard
products

Tailored
products

Higher
awareness of
risks (including
reputational)

Higher
investments on
in-house IT
security system

Need for more 
understandig 
of the risks

Outsourced IT
security system

Tendency to
exclusions such as
fees, physical
damage, etc.
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identity theft. Insurers are looking to fill 
this insurance gap for individuals, but 
properly understanding customer needs 
and adequate pricing remains a challenge. 

Finally, it was also reported that reinsur-
ance treaties are still used on a very low 
basis, but demand is expected to grow. 

2.2.1 Higher demand, low 
conversion rates
Despite the observed increase in the de-
mand, some (re)insurers highlighted that 
one should be careful in distinguishing ac-
tual demand and demand for information. 
The majority of undertakings mentioned 
that the conversion rates11 are still low. Two 
companies reported an average conversion 
rate on the SMEs cyber packages of around 
10%. 

Potential explanations for the observed 
low conversion rates provided by the un-
dertakings were:

11	 The conversion rate mentioned in this report 
represents the proportion of customers that 
purchase a product after showing an interest in it.

•	 	Uncertainty on scope of coverage and 
price level; 

•	 	Relatively high prices from the customer 
point of view;

•	 	Insufficient level of understanding of the 
products being offered; 

•	 	Lack of clarity on the needs of the com-
panies, in particular for SMEs;

•	 	Many customers do not believe they are 
at sufficient risk to warrant the purchase 
of additional protection;

•	 	Individual customers often do not fully 
perceive cyber as a risk and they do not 
understand the benefits of the insurance 
policy unless IT assistance is provided 
(hard problem or data issues).12

Despite the remarks above, it was also 
mentioned that there was improvement 
in the conversion rate over time, with the 
quote/speed of conversion in one case 
dropping from about 3 years in 2003 to 
between 1 and 6 months now.

12	 One company also mentioned that it explains 
why demand from retail is increasing slower, 
with low level of interest.

Figure 4 – Increasing demand as reported in the survey

“Especially in the 
European market, 
we have seen a 
strong increase of 
demand for cyber 
coverage over 
the last 2-3 years”

“We observed 
an increase in 
cyber premiums
of more than 
50% in 2017.”

“The number of
 standalone 
policies has 
increased about 
7 times over 
the last 
12 months.”

“We have
 seen almost 
40% increase 
in cyber 
premium 
in 2017.” 

“Strong growth 
in  cyber 
demand 
through two 
aspects: 
increased 
policy limits  
and increased 
take-up rate, 
mainly in 
Europe”

“We have seen
 mainly global 
companies looking 
for cyber solutions. 
Demand for 
information 
on E&O or breach 
responses products 
has grown, 
in particular 
in Europe.”
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2.3 Balancing supply and 
demand 
Considering that most undertakings ob-
served an increase in demand for cyber 
insurance coverage, while at the same 
time still being confronted with low con-
version rates, it seems that the market for 
cyber insurance is not perfectly balanced. 

While many undertakings observe a sig-
nificant potential for growth, they still 
prefer to adopt a careful approach in light 
of the uncertainties surrounding cyber 
risk, ranging from difficulties in risk mod-
elling to adequate pricing to assessing 
exposures. The majority of undertakings 
believe that supply is currently lagging 
behind demand, with a lack of expertise 
cited as the main reason for this. 

13	 The Directive requires that the Data Control-
ler will be under a legal obligation to notify 
the supervisory authority about a data breach 
within 72 hours. Individuals have to be notified 
if an adverse impact is determined. The scope 
of the EU data protection law is also extended 
to all foreign companies processing data of EU 
residents.

However, some undertakings also in-
dicated that the mismatch is caused by 
a insufficient level of understanding of 
cyber insurance products and their rele-
vance by customers on the demand side. 
Considering that demand for cyber insur-
ance is expected to increase significantly, 
this may aggravate the imbalance on the 
cyber insurance market in the near future 
in case the industry does not prepare it-
self properly.

14	 Many companies make comparisons with the 
impact of regulation in increasing the demand 
in US cyber insurance in particular around 
beginning 2000’s. Some makes a more cautious 
comparison by highlighting the differences in 
both markets.

Box 1: The impact of the General Data Protection Regulation (GDPR) 
on the demand for cyber insurance: gradual increase or a turning 
point?

There is a widespread expectation in the market that the enforcement of the GDPR on 25 May 2018 –
at which time those organisations in non-compliance with the new regulation may face heavy fines 13 
– will stimulate a considerable increase in the demand for cyber insurance. 

The predominant view of the respondents is that the expected increase in demand in this context will 
be more gradual rather than abrupt. Reasons for this are that it is yet unclear whether GDPR fines and 
fees will be insurable and the fact that the new regulation is very extensive, with most companies 
focusing on compliance for now. Overall, however, it is expected that GDPR will ultimately increase 
awareness of cyber risk and stimulate demand for cyber insurance.

While the role of regulation in increasing the demand is widely recognised ,14 respondents also 
reported that other factors such as the potential increasing number of international cyber incidents 
and increased awareness are equally important and should not be necessarily considered less 
relevant than GDPR. 

One of the key challenges for the insurance sector will be to adjust to the increase in demand 
following the new regulation and the changing customer needs and risk profiles. 
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3.1 Factors considered in 
pricing cyber  insurance
All companies writing direct insurance 
business reported the use of some mod-
el for pricing purposes.  However, given 
the lack of data and specialised tools to 
estimate benchmark prices in case of 
cyber losses, the majority of companies 
are making use of qualitative models for 
pricing (Figure 5). In general, robust pric-
ing solutions are still under development 
by the market. 

The level of complexity of the models 
varies across the participants, which 
might reflect a potential discrepancy in 
the accuracy of the pricing outcomes. In-
deed, risk of underpricing was one of the 
concerns reported by the participants, 
as shown in the section 4.1.2. The main 
differences between the models are the 
methodology, the type and number of 
parameters included, the complexity of 
the model and the degree of specialisa-
tion of such models for cyber, i.e. taking 
into account particularities that are not 
entirely captured by standard models.  
Figure 6 provides an overview of the 
models the factors considered for pricing.

Some (re)insurers also reported efforts 
to improve such models while databases 

are being created or purchased from ex-
ternal providers in some cases. Difficul-
ties are observed in the implementation 
of advanced systems as there is still a 
lack of sufficient amounts of claims data 
and even so, it is hard to measure the 
relevance to the current or the future 
cyber landscape because of the rapid 
technological advances. The qualitative 
models are often based on a rating ap-
proach, with its fundamentals grounded 
on questionnaires. 

Figure 5 – Use of qualitative and quantitative 
models for pricing as reported by companies

Qualitative: 8

Quantitative: 4

Figure 6 – Overview of pricing tools and factors considered in the estimations    

Qualitative

Quantitative

Key factors 
considered

•	 Pricing tool based on risk assumptions of exposure 
•	 Rating approach, based on questionnaires/web scanner
•	 Expert judgement

•	 Actuarial pricing rating tools
•	 Interconnected models covering different parameters

•	 Size	 -  Jurisdiction
•	 Industry classification	 - Level of encryption
•	 Customers’ behaviour	 - IT processes
•	 Loss experience/historical	 - Expected level of impairment   
•	 Coverage provided	 - Policy limits
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Finally, given the large tail risks and un-
certainties around cyber risk, cyber in-
surance is currently relatively expensive 
compared to other types of insurance 
coverage, with estimations that cyber 
insurance coverage can be three times 
more expensive than general liability 
coverage and six times more expensive 
than property insurance.15

3.2  Non-affirmative risks
This section assesses “non-affirmative” 
or “silent” risks. This risk refers to in-
stances where cyber exposure is neither 
explicitly included nor excluded within an 
insurance policy.16 This is considered one 
of the key concerns of the industry (see 
section 4.1.2). 

Non-affirmative risks can result in accu-
mulation of losses within other policies 
triggered by a cyber event. That can be 
alarming as the potential for losses exists 
but there are difficulties in estimating the 
potential exposure. As technology devel-
ops and the access to devices that offer 

15	 PwC (2015) and Z/Yen Group (2015).
16	 Silent or non-affirmative risks can be illustrated 

as a malware infecting a GPS, which might 
cause aviation, marine or car accidents; or as 
cyber incident causing fire for example through 
a device connected to houses.

facilities and services highly dependent 
on the web increases, quantifying such 
exposures becomes even more chal-
lenging, as mentioned several times in 
the survey.

Overall, there are generalised efforts 
from the industry to address the chal-
lenges they are facing. Some participants 
declared that it remains difficult to sepa-
rate aggregated risks from individual 
risks, the latter being the ones current 
policies are assumed to cover. Others see 
the main challenge in detecting the non-
affirmative exposure in traditional lines 
of business and to quantify and estimate 
it properly. 

In principle, nearly everything included 
in property and casualty could eventu-
ally be exposed to non-affirmative risks. 
However, there are currently few exam-
ples of cyber-attacks that have material-
ised as physical damage, as cyber mani-
fests in more intangible losses, and not 
so much in physical damages. 

A common approach to assess non-af-
firmative exposures is to build scenarios 
and stress test existing portfolios. As-
sumptions about potential loss penetra-
tion and claim volumes by line of busi-
ness are often implemented. The general 
process might involve identifying the 
type of cyber threats, the dimension of 
the cyber-attack, the assessment of the 
silent part and the transmission. Potential 
cyber-attacks on electricity power infra-
structure facilities are considered as the 
key scenario for non-affirmative risks. 

Some (re)insurers are also building up a 
framework that looks at the fundamental 
coverage given for each line of business 
and write specific exclusions for cyber 
risk. The intention is to form risk assess-
ment guidelines, a framework based on 
the exposure of the underlying risk for all 
lines of business. 

In some cases, exclusions might not be 
practical, and instead the coverage lan-
guage should be made clearer such that 
it becomes affirmatively covered, and 
included in pricing calculations. In this 

Figure 7 – Is it possible to quantify non-
affirmative risks?

Nearly 
impossible: 2

Very difficult: 9
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regard, it was mentioned that ultimately 
customers will be better served by buy-
ing a dedicated specific cyber product, 
although the market is not yet mature to 
the point of being very detailed and spe-
cific in this context. In that respect, ac-
cording to the Organisation for Economic 
Co-operation and Development (OECD) 
(2017), the potential for silent coverage 
to be found in traditional policies could 
also be impeding the willingness of in-
surance companies to expand the cover-
age they provide for cyber risk.

3.3 Cyber exposures and 
Accumulation Risks
This section provides a description of the 
exclusions (Figure 9) and the main insights 
related to cyber exposures and accumula-
tion of risk reported by the respondents. 
As is the case with non-affirmative risks, 
the industry is also making considerable 
efforts to assess accumulation risks.

Despite the fact that (re)insurers can make 
a better assessment of the affirmative cy-
ber exposures, the degree of uncertainty 
when estimating accumulation risk could 
be high in that case. The lack of stochastic 
models at the moment is seen as a limi-
tation for the risk assessments. Instead, 
there is a prevalence of deterministic pro-
cesses that are used.   

In order to understand exposures and to 
identify common aggregation paths, (re)
insurers rely on multiple scenarios. Those 
are often calculated in a similar approach 
as handling natural catastrophes aiming at 
identifying limits and which level of cyber 
threat will lead to an accumulation of risks.  
In addition, external cyber risk models are 
often fully implemented or incorporated 
for complementary purposes. Some cyber 
scenarios include aspects like cloud ser-
vice provider failure, theft from a data ag-
gregator, ransomware and physical dam-
age scenarios. 

Some participants also mentioned prac-
tices of classifying affirmative cyber cover 
in internal underwriting systems by mak-
ing use of codes. Furthermore, the devel-
opment of databases to enable the as-
sessment of aggregation across multiple 
dimensions including industry, company 
size, geography and common provid-
ers were also reported, although still less 
common.

In order to access accumulation risk, real-
istic disaster scenarios try to estimate the 
impact of losses arising from the same 
cause/event in products across the whole 
portfolio, including assumptions about 
relative losses. This can be applied in the 
context of both affirmative and non-af-
firmative risks. 

Development of risks pro les

Revision of the wording  in contracts

Evalua on of losses using surveys

Use of Realis c Disaster Scenarios

Development of  Risk Assesment Guidelines

Figure 8 – Initiatives to address non-affirmative risks
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Some undertakings reported that accumu-
lation risk is taken into account by adding 
the loss estimates to their external busi-
ness and (depending on the scenario) 
operating entities with the largest impact 
of the respective scenario. Therefore full 
dependency of the losses of those carriers 
is assumed. 

The development of a cyber escalation 
threshold was also reported. The idea is 
that scenarios that exceed certain pre-
defined threshold levels are escalated 
internally for review and discussion.

3.4 The use of stress test 
scenarios
Most respondents reported the use of 
stress test scenarios for assessing cy-
ber risk exposures. The few companies 
that did not use stress tests justified this 

mainly based on the limited size of their 
current cyber risk exposure.  

There is a generalised effort to imple-
ment quantitative components in the 
models as much as possible. Lack of data 
and specialised stochastic models are 
considered as key limitations. Some re-
ported joint work with CAT modellers to 
model eventualities for example involv-
ing Malware and Wannacry events. Oth-
ers also license data from third parties 
that incorporate the explicit IT and non-IT 
dependencies across counterparties.

Another approach mentioned was the 
estimation based on an internal research 
of various cyber “nodes of aggregation.”  
As an example, a ‘Linux Data Theft sce-
nario’ considers the potential for all Linux 
users to be subject to the same event 
based on an exploited flaw in source 
code. While there is an effort to explicitly 

Figure 9 - Exclusions reported by the participant companies

•	 War 
•	 Political risks
•	 Nuclear
•	 (Cyber) Terrorist attacks

•	 Property & material damages
•	 Bodily injury
•	 Unauthorised collection of data by the insured

•	 Strike
•	 Infrastructure failure 
•	 Theft of telecommunications services

•	 Online gambling
•	 Large online consumer auctions
•	 Payday loan companies

•	 Non-malicious cyber
•	 Natural perils

•	 Contingent business interruption (CBI)
•	 Directors and officer (D&O) warranties

•	 Claims from internet service providers
•	 Regulatory fines
•	 Economic value of data

•	 Extortion payments
•	 Adult entertainment

•	 Online and offline dating agents
•	 Online sales of firearms
•	 Virtual currencies
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identify companies that use Linux, this 
approach is supplemented by simulation 
running.

Some of the scenarios shared with EIOPA 
include power blackouts, attacks on ser-
vice providers, cyber-crime events such 
as a virus attack that would affect a wide 
range of insured individuals and compa-
nies, data breaches of a key provider, mass 
distribution of a commodity ransomware 
strain and reverse stress testing.17 

17	 The reverse stress testing starts with a 
presumption that the (re) insurer is no longer 
viable to continue and capital eroded, building 
the analysis backwards to achieve a conclusion 
whether the company would be prepared for 
such an event and is taking mitigating action.

The key parameters included in scenarios 
and models mentioned by the partici-
pants are listed in Figure 10.

Figure 10 – Key parameters included in the stress test scenarios

Key Parameters Attack rates

Attack vectors

Assets compromised

Assets impacted

Number of policies affected by the same event.

Coverage costs

Number of contracts

Anticipated period of outage

Exposure to the expected peril

Extent of the impact and recovery of business

Range of area/number of customers affected (by scenario and by product lines)

Exposure to the expected peril

Interaction with reinsurers

Limit and geographical profiles
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4.1 Market 
Developments
The digital transformation and technologi-
cal innovation progresses at a fast pace, 
bringing new business opportunities and 
entrants. As a consequence, consum-
ers have more alternatives for insurance 
while the insurance sector faces stronger 
competition. This section focuses on par-
ticipants’ general views about new mar-
ket practices, the implied challenges, and 
its impact on the cyber insurance market.

4.1.1 New market entrants 
are new opportunities 
All participants see new entrants such as In-
surTech start-ups as potential partners and 
an opportunity to innovate and improve 
products rather than a threat. Competition 
is seen as a positive and important element 
that incentivises further developments on 
the market. It is widely recognised that 
there is substantial capacity in the market 
at the moment. Business collaboration with 
new entrants is already a reality and inten-
tions to develop it were expressed as a 
possibility by several participants. 

In this respect, it was mentioned that al-
though there are many new ideas in the 
market, it is very hard to assess which will 
ultimately succeed. It is therefore impor-
tant to understand that it can take a con-
siderable amount of time and risk to iden-
tify which companies and start-ups would 
be worth collaborating with.

The predominant view is that new play-
ers acting in the market result in higher 
risk awareness, efficiency, and more in-
novative products, while improvement 
of cyber education was also mentioned 
as an important outcome. The education 
of brokers and buyers in both mature and 
emerging markets plays an important 
role in ensuring that clients’ risks are ad-
dressed by the products provided because 
a need for a deeper understanding and 
knowledge from both sides is currently 
the key limitation towards the cyber in-
surance market. Especially, brokers should 
learn to assess the risk from the aggrega-

tion perspective and through commercial 
insurance products.18

In this regard, the survey indicates that a 
more competitive environment could cre-
ate an opportunity to underwrite cyber 
insurance more accurately. That would ap-
ply not only in terms of enhanced under-
writing expertise, but also with respect to 
the overall improvement of the clarity of 
insurance wordings across all lines of busi-
ness, addressing silent risks. In particular, 
a more holistic view of cyber would im-
prove the buying pattern of insured clients 
and should help to address difficulties to 
differentiate terrorism, IT security failures 
and different forms of cyber-attacks. 

The importance of new technologies to 
evaluate clients’ vulnerabilities and pro-
pose preventive solutions was in general 
also considered a key benefit of new tech-
nologies. There are many aspects to be 
learned for instance from internet traffic 
and the use of social media, which could 
provide a better view of the risks. The po-
tential partnerships using advanced tech-
nology such as cloud services could lead 
to a more efficient distribution of cyber 
insurance as well.

4.1.2 Need for a deeper 
understanding of cyber risk 
is a core challenge 
Considering the need to identify aspects 
to be monitored and further analysed, 
the survey addressed the main concerns 
of (re)insurers regarding the current cyber 
insurance market practices.

Figure 11 shows all concerns mentioned. It 
is important to highlight that this topic was 
addressed as an open question, meaning 
that the concerns were not restricted to a 
pre-defined list and participants were free 
to mention anything they would acknowl-
edge as relevant.

Overall, the key concerns are clearly in-
terconnected (Figure 12). In this sense, 

18	 Please see also the report (The Geneva As-
sociation, Ten Key Questions on Cyber Risk and 
Cyber Risk Insurance, 2016).
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although it is the second most mentioned 
challenge in the survey, it is possible to 
identify the need for a deeper under-
standing of cyber risk as the core chal-
lenge for the industry, as it either fosters 
or directly causes other risks and challeng-
es. Furthermore, if it could be removed or 
lessened, that would substantially miti-
gate the overall level of concern of the 
market regarding risks.  

The need for a deeper understanding of 
cyber risk is not only from the industry’s 
perspective, as participating groups also 
mentioned that the same challenge ex-
ists from the clients’ point of view. Many 
clients do not understand the products 
or their own needs. In particular, this can 
be observed in small and medium size 
companies.

The lack of specialised expertise and play-
ers in the market is another intrinsic chal-
lenge for the industry. However, as cyber 
insurance is a new line of business for 
many entities and there is a willingness to 
rapidly expand this business, demand for 
talents is expected to grow significantly, 
bringing new expertise to the market.19 
On the other hand, given its fast evolving 
nature, it is somehow a risk with new lay-
ers of complexity, which on its own, is not 
yet fully understood.

19	 The industry is also trying to address the lack of 
specialized knowledge by for example offering 
trainings to improve expertise in cyber under-
writing.

The core challenge is fomented by exter-
nal challenges, which are those that can-
not be fully addressed either indefinitely 
or in the short/medium-term given its na-
ture or given the current stage of maturity 
of the market. The challenges identified 
as such are lack of historical data and sys-
temic nature of major potential events.

Lack of data is a primary obstacle to a 
detailed understanding of fundamental 
aspects of cyber risk. It is challenging to 
build adequate models to assure accuracy 
in the risk management if the availability 
of data is limited. That might not only re-
inforce the fact that there is a need for a 
deeper understanding of cyber risks, but 
also foment the insufficient level of risk 
information in the market. This challenge 
was particularly reported as relevant by 
reinsurers, which raised the issue of re-
ceiving submissions with insufficient risk 
information without an adequate level 
of control. From their perspective, it rep-
resents substantial underwriting risk. On 
the other hand, a lack of appropriate re-
insurance coverage for cyber risks is also 
reported as a main concern for insurance 
companies. Overall, survey participants 
expressed efforts to mitigate insufficient 
level of information by, for example, re-
quiring at least a minimum level of neces-
sary information. 

Insufficient information on the associated 
risks can therefore be designated as one 
of the obstacles to a deeper understand-

Broadness of coverage, terms and conditions

Lack of understanding of the risks by underwriters/brokers

Difficulties in properly quantifying risks

Lack of specialised underwriters

Risk of underpricing

Lack of historical data

Insufficient information on risks

Systemic nature of major potential events

Improper address of non-affirmative risks

Lack of understading by clients of their own risks

Lack of appropriate re-insurance coverage

0	 1	 2	 3	 4	 5	 6

Figure 11 - Market concerns (by number of responses)
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ing of cyber risk, but it can also be a result 
of it, as with improper assessment of the 
risks, it is not possible to share adequate 
information. Another aspect that was not 
directly mentioned by the participants in 
this respect but still cannot be left outside 
of the analysis is the reputational implica-
tions that some companies fear in sharing 
information under a full transparency and 
non-anonymised approach. This is an ad-
ditional obstacle to address the informa-
tion collection challenge.

The systemic nature of major potential 
events is another type of external chal-
lenge which makes it very difficult to un-
derstand the dimension and the accumu-
lated risks for the market as whole. 

All the remaining challenges are some-
how a consequence of the core challenge 
and its reinforcing factors, being therefore 
outcome challenges. The most frequently 
mentioned concern regarding current cy-
ber insurance market practices was the 
tendency of broadening coverage, terms 
and conditions. 

Most of the respondents attributed inter-
mediaries such as brokers as being the 
key drivers of this behaviour, but start-ups 
and insurance companies were also seem 
as adopting a more flexible approach to-

wards contracts. The fact that there are 
seemingly few big managing general 
agents holding a significant share of the 
market was also highlighted. 

The key explanations provided for this be-
haviour were the increasing competition 
and, again, that a deeper understanding of 
the risks is still missing. Coverage may in-
clude items that are highly demanded by 
policyholders, but that are less well under-
stood from a frequency and aggregation 
point of view, such as systems failures (for 
example operation IT risk) and contingent 
business interruption. 

Difficulties in properly quantifying risks 
were mentioned by several undertakings 
as a main concern.  It was stated that cov-
er limits are driven by price rather than 
by the assessment of the likely indemnity 
required to recover the business from a 
cyber event. Along these lines, there are 
concerns that some insurers may be mov-
ing towards writing cyber risk on the least 
possible amount of information without 
using intellectually property from external 
cyber risk modelling providers. As a result, 
there is a risk that covers are under-priced. 

The treatment of contingent business in-
terruption and the potential aggregation 
risk were also mentioned as concerns from 

Figure 12 - Framework of the key concerns raised by the companies
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an insurance perspective.  The increase in 
connectivity of destructive attacks in com-
bination with the centralisation of IT servic-
es, for instance cloud services, will make it 
very challenging for the market to properly 
quantify and fund this risk. This concern in-
cludes misevaluation of accumulation risk 
as a result of the lack of industrialised mar-
ket standards and tools for accumulation 
control and risk assessment. The growing 
interest in stop-loss reinsurance to address 
the silent exposure was also mentioned.

4.2 Regulatory practices 
This section provides an overview on how 
the participants perceive cyber regulation 
and the potential role of governments on 
addressing cyber risk. While the majority 
does not see any regulatory obstacles that 
could ultimately restrain the growth of the 
cyber insurance market in the present, all 
companies do see the need of regulation 
to some extent in the future.  

A potential intervention of governments 
was mentioned as necessary, in particular 
in the case of extreme events, although 
this view was not fully aligned among all 
participants. 

4.2.1 Moderate regulation is 
welcomed 
When asked whether there would be 
any obstacles in the current supervisory 
framework20 that could ultimately restrain 
the growth of the cyber insurance market, 
the vast majority of the companies an-
swered in a forward-looking fashion: after 
promptly excluding negative regulatory 
externalities at the present, most under-

20	 There are several EU initiatives aiming at target-
ing cyber risk at the EU level, such as the cyber 
security package in the context of the Digital 
Single Market strategy, the NIS Directive, the 
General Data Protection Regulation and the 
Contractual Public-Private Partnership (cPPP) 
on cybersecurity, signed by the European 
Commission and the European Cyber Security 
Organisation (ECSO). For more details, please 
refer to Box 1 of the EIOPA Financial Stability 
Report of December 2017, available at: https://
eiopa.europa.eu/Publications/Reports/Finan-
cial_Stability_Report_December2017.pdf

takings proactively suggested issues that 
regulation could tackle in the near future.21   

The relative eagerness to welcome regu-
latory measures was accompanied by a 
clear urge of moderation regarding such 
measures in order to avoid the imposition 
of overly stringent requirements to the 
market. Some participants also raised the 
importance of harmonisation of a potential 
supervisory framework across countries. In 
that context, an additional area for follow-
up work for EIOPA would be to investigate 
the possibility of introducing (a) new line-
of-business code(s) in Solvency II, which 
could help provide more insights into the 
quantitative dimension of cyber insurance. 

In general, regulation is viewed as a miti-
gating measure for the main concerns men-
tioned in the previous section. Figure  13 
provides a list of possible contributions that 
regulators could make to improve the func-
tioning of the cyber insurance market from 
the point of view of the participants.

The most mentioned potential contribution 
that regulation could make was to ensure 
appropriate pricing and monitoring of the 
risks, including aggregation risks. Secondly, 
it was highlighted that regulation should 
allow sharing of data, such as breach infor-
mation.22 Legal conditions should be cre-
ated to allow companies within different 
industries to share common interest and 
information with the sole purpose of ad-
dressing cyber threats and the mitigation 
measures. They advocated for an anony-
mous, centralised system that could en-
able information sharing.

Thirdly, it was stated that regulatory prac-
tices should help to enhance the level of 

21	 One participant exceptionally reported that 
excessive and strict regulation in its jurisdiction 
to insure ransomware might be hampering this 
type of business.

22	 In this regard, a common taxonomy across 
industries is essential for better analysis and 
benchmarking. The CRO Forum developed a 
common categorisation methodology for cyber 
events that might fill the existing gap of un-
availability of digital event/cyber loss data. For 
more information please see article available 
at: https://www.thecroforum.org/wp-content/
uploads/2018/02/201802_CROF_Capture_
and_sharing_of_digital_event_data.pdf
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understanding of risks, which was identi-
fied as a core concern in the section 4.1.2. 
However, no further details on which 
measures and the extent of feasibility to 
achieve this purpose were provided.

The other suggested contributions concern 
the need of introducing minimum infor-
mation security and IT standards, the en-
hancement of prudence of new entrants, 
adequate capital requirements against 
underwriting risks, measures to avoid con-
tagion in case of bigger scale events and 
ensuring both a greater clarity about cov-
erages and adequate estimation of value 
for money measures in order to ensure a 
better risk assessment in case of periods 
of higher losses. The latter should consider 
factors such as risk distribution volatility 
and average loss experience.

4.2.2 Government 
intervention might be 
needed in case of extreme 
events; market should be 
fully in action otherwise
Given the potential for significant accumu-
lation of losses and the difficulties in esti-
mating the extent of major cyber incidents, 
the government is often seen as a potential 
last resort of the system. A strong major-
ity has confirmed that governments should 
play that role in particular when massive 
incidents might take place. Examples of 
such events included scenarios where criti-
cal infrastructure is interrupted for a period 
long enough to impact the economy. 

Among those in favour of a clear role of 
the government in the cyber context, there 
were diverging views on the urgency and 
the extent of government intervention. 
While some participants expressed con-
cerns about the capacity of the insurance 
sector to handle accumulation risk in case 
of (a series of) extreme, highly severe 
events and on capital capacity; it was 
also reiterated that some parts of cyber 
risk are even certainly uninsurable. The 
“borderless” nature of cyber events was 
mentioned by three groups, enhancing the 
need of a potential cross-country coopera-
tion in this sense.

Furthermore, some (re) insurers highlight-
ed the importance of considering public-
private partnerships (PPP). An overview of 
the results is provided in Figure 14.

Ensure appropriate pricing and monitoring of the risks, 
including  potential aggregation risks

Ensure incident reporting and exchange of information

Regulatory practices envisioning better understanding of risks

Introduction of minimum IT and Information security standards

Enhance the level of awareness and prudence of new entrants

Adequate capital requirements against underwriting risks

Avoidance of contagion in case of bigger scale events

Ensure adequate estimation of value for money measures

Ensure greater clarity about coverage being offered

5

4

2

1

1

1

1

1

1

Figure 13 – Potential contributions of regulation – by number of companies

Figure 14 – The need of a 
potential intervention of the 
government

Not clear

Yes

2

7

No
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2

2
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The European cyber insurance indus-
try is growing. However, risks are still 
not fully understood. That holds both 
for the industry as for the clients. New 
regulations, as well as new technologi-
cal developments and further materi-
alisation of incidents are expected to 
raise awareness and foster demand for 
cyber insurance in the upcoming years. 
The industry is currently still small in 
relative size, and is perceived to have a 
great potential to develop further.

This report is the first attempt by EIOPA 
to enhance the level of understanding 
of cyber risk underwriting with a focus 
on the European market. As the indus-
try faces several challenges to meet 
the expected increasing demand and 
satisfy clients’ needs, further work will 
also be required from the supervisory 
side, in particular on the quantitative 
side. 

In this respect, EIOPA has included a 
questionnaire related to cyber risk 
in the 2018 Insurance Stress Test ex-
ercise. As the Stress Test will encom-
pass close to 78% of the total EU-wide 
market,23 the conclusions are expected 
to reflect the overall European cyber 
insurance market. Furthermore, by 
including more detailed questions re-
garding assessment and quantification 
of risks requiring estimations and num-
bers, EIOPA will be able to identify fur-
ther aspects in more detail. In addition, 
EIOPA will investigate the possibility of 
introducing (a) new line-of-business 
code(s) in the Solvency II framework to 
enhance understanding of the quanti-
tative dimension on a more structural 
basis.

As for the insurance industry, the key 
challenges are observed in developing 
expertise and implementing more ad-
vanced systems, as there is still a lack 
of sufficient amounts of claims data - 
and even so, it is hard to measure the 
relevance to the current or the future 

23	 The target sample encompasses 42 insurance 
groups based on total consolidated group assets 
in the Solvency II reporting.

cyber landscape because of the rapid 
technological advances. Therefore, it 
is not only scarcity of data that makes 
the development and application of 
quantitative tools difficult, but also the 
evolving and dynamic nature of the 
incidents. 

Non-affirmative exposures are another 
concern for the industry. Although no 
major related event has materialised 
yet, the industry should continue to 
invest in solutions to address it. The 
above-mentioned initiative on cyber 
risk in the 2018 Insurance Stress Test 
will also include a more detailed as-
sessment of non-affirmative risks.

This survey, although based on a lim-
ited sample, allows for some interest-
ing key findings: 

•	 	There is a clear need for a deeper un-
derstanding of cyber risk. This relates 
not only to the assessment and treat-
ment of risks in new cyber insurance 
propositions, but also to the under-
standing of clients’ own needs.

•	 	Coverage is mainly focused on com-
mercial business so far, but interest in 
providing cyber insurance for individ-
uals is increasing as technology such 
as the Internet of Things (IoT) devel-
ops and consumers are increasingly 
exposed to infringement of digital 
services. 

•	 	The cyber insurance industry expects 
a gradual increase in the demand for 
cyber insurance, mainly driven by 
new regulations, increased aware-
ness of risks and by a higher frequen-
cy of cyber events. The relevance and 
importance of cyber coverage in the 
overall functioning of the economy is 
expected to increase significantly.

•	 	At the moment, qualitative models 
are more frequently used than quan-
titative models to estimate pricing, 
risk exposures and risk accumula-
tions. Lack of data is a relevant ob-
stacle in the context of most models. 
Furthermore, non-affirmative expo-
sures are identified as a key concern 
regarding the proper estimation of 



28

accumulation of risks. In that regard, 
lack of specialised underwriters, data 
and quantitative tools are key ob-
stacles for the development of the 
industry and the provision of proper 
coverage to the economy. 

•	 	Finally, regulation may be welcomed 
by the industry in a moderate fash-
ion, as it could help to address some 
of the identified challenges.
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Products and services 
1. What type(s) of cyber insurance cover-

age does the company offer? Does it 
also offer coverage for third party li-
ability in this context? Are there any 
exclusions regarding some types of 
cyber risks? 

2. Are there different products offered 
based on type of sectors, i.e. to finan-
cial and non-financial sectors or based 
on size (large, small and medium-sized 
enterprises, retail business)? If yes, 
could you please provide more details 
on the major differences? 

3. Has the company been noticing an in-
crease in the demand for cyber insur-
ance products in the last 2 years? Do 
you have any estimate on the increase 
(based for example on number of con-
tracts, amount of insured capital, etc) 
and type of products? 

4. Does the company offer provision of 
ancillary services to customers, such 
as advisory, pre and post breach risk 
analysis or data remediation after 
attacks? 

5. How does the company perceive the 
future perspectives for the cyber in-
surance market? Do you notice or ex-
pect an increase of demand for cyber 
products due to the implementation 
of General Data Protection Regulation 
(GDPR) in 2018? What are the main 
challenges? 

6. In your opinion, are there any obsta-
cles in the current supervisory frame-
work that could ultimately restrain the 
growth of the cyber insurance market? 

7. In general, what is the geographical 
scope and what are the typical events 
and risks insured (business interrup-
tion, reputational damage, protection 
against loss of sensitive data, etc.)?

Cyber Insurance 
Underwriting and Risk 
Management
8. Does the company use a quantitative 

model for assessing cyber insurance? 
What are the factors considered in 
pricing cyber insurance? 

9. How prevention measures and inter-
nal policies by the customer are taken 
into account into pricing and how is 
the treatment of the residual risk? 

10. Cyber exposure – How do you esti-
mate the accumulation of risk in the 
portfolio? Please elaborate on affirm-
ative vs non-affirmative risk. 

11. How is non-affirmative risk assessed 
and how does the company mitigate 
such risks? Which lines of business 
could be concerned by non-affirma-
tive cyber risk? How do you classify 
your current affirmative covers? 

12. How do you manage cyber exposure 
risk in your portfolio? Is cyber expo-
sure part of your risk appetite? 

13. Do you incorporate a cyber scenario 
within your stress testing framework? 
What are the main parameters? How 
do you consider the dependency of 
cyber insurance contracts to the same 
cyber-event? 

14. What are your main concerns on the 
current market practices related to 
cyber coverage? For example, is there 
any concern related to intermediaries 
or startups acting in the market?

Questions sent in advance to the companies
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