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As a result, fraudsters have developed 
their illicit schemes combining social 
engineering and technical components. 
They rely on a widespread of personal 
information available online

There has been an increase 
on vishing and smishing

cases. SIM swapping attacks 
play an important role as 

SMS remains the most used 
system for receiving OTP

Two Factors Authentication for 
costumers and One Time Passcode 
(OTP) used by banks and financial 
operators have significantly 
reduced fraudulent personification 
practices

The high amount of personal data 
available online enables criminals 

to get direct access to the 
applications installed on the 

user’s device

The Human Factor
While financial institutions have 
increasingly improved in securing their 
assets, the human factor remains the 
most fragile asset to protect 

Financial institutions are increasing their security 
standards in compliance with security standards 
developed by public and private parties 



Sim Swapping
How it works

SIM swapping occurs when a fraudster, using social engineering techniques, takes 
control over your mobile phone SIM card using your stolen personal data



Step

01
Step

02
Step

03

Assess if your mobile 
phone loses reception 

for no reason

Report it immediately 
to your service 

provider

If your service 
provider confirms that 

your SIM has been
swapped, report it to 

the police 

Am I a Victim?
What do I need to do?



How to Protect yourself 
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